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� Protect patient privacy – 

centrally, easily, and securely

� Ensure patient confidentiality
and uncover security breaches

� Meet and exceed HIPAA privacy 
and security requirements

� Audit and report on 
system usage throughout 
your enterprise

� Centrally monitor and track 
access across multiple 
clinical applications

� Easily generate and analyze 
application utilization data

Privacy Auditor 

lets you track and 

report on system

usage throughout 

your enterprise,

allowing you to 

meet and exceed 

HIPPAA  privacy and 

security requirements. 

PRIVACY AUDITOR

Know Who Viewed What Patient Records, When and Where 
Introducing Vergence® Privacy Auditor – vendor-neutral software that lets 
you track access to electronic patient records across multiple clinical applications.
Quickly and easily. Centrally and securely. 

With Vergence Privacy Auditor from Sentillion®, Inc., you’ll know who viewed 
what electronic medical records, when, where, and how often. The system audits 
and reports on application access at clinical desktops throughout your enterprise.

As a result, you can better control information access and more effectively analyze
application usage. You can also avoid the nearly impossible task of obtaining 
and deciphering audit data across multiple applications. 

Consolidated, Multi-Vendor Auditing: The Practical HIPAA Solution
Vergence Privacy Auditor produces a single, consolidated audit log that can include
any application – regardless of application vendor. No need to be concerned about
diverse audit databases, disparate data structures, or application idiosyncrasies.
Privacy Auditor lets you audit and report on whatever applications your organization
employs, no matter what their function, structure, or enterprise location.



“Privacy Auditor’s

ability to easily 

analyze and report 

audit data not only will 

help us achieve key 

HIPAA-related 

objectives, but also will 

assist us with broader 

business purposes.”

RALPH JOHNSON
Director of Computer Technology

Maine Medical Center
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PRIVACY AUDITOR is a key 

component of the vendor-neutral

Vergence product suite,

which provides a scalable 

platform for building healthcare

solutions that offer

Strong Authentication, Single

Sign-On, Context Management,

and Privacy Management.

It’s a simple, straightforward way to
address your own internal security needs,
while accelerating the move toward
HIPAA compliance.

Confidential patient information stays
confidential; security breaches do not.

Create Reports from User, Patient,
Application, and Other Perspectives 
Privacy Auditor captures each inter-
action with a patient’s electronic record, 
monitoring and recording information
that includes:
� Application launch and termination
� User log on and log off
� Patient selection
� And workstation location.

These events are time-stamped and 
gathered into a central, secure relational
database with fully documented schema.
The data can be used with third-party
reporting tools like Crystal Reports 
to generate: 
� PATIENT ACCESS REPORTS – revealing 

who accessed a patient’s record, 
where and how often. 

� USER ACTIVITY REPORTS – detailing 
individual user activity over a specific 
period of time. 

� APPLICATION UTILIZATION REPORTS – 
indicating the number of users and 
frequency of application use.

In addition, Privacy Auditor makes it
easy to create additional custom reports,
such as those requiring site-specific 
or departmental views.

Enrich Your Existing Systems without
Requiring Special Application Behaviors
Any application can leverage the capabilities
of Vergence Privacy Auditor without 
the need for special application behaviors:

� THROUGH NATIVE CCOW COMPLIANCE – 
which enables applications from Cerner,
Eclipsys, IDX, Siemens, and other 
leaders to plug directly into Vergence. 

� THROUGH STANDARD VERGENCE

BRIDGES – which are built into the 
Vergence Platform for many of the 
leading healthcare applications.

� AND THROUGH CUSTOM VERGENCE

BRIDGES – which enable unique 
applications to leverage Vergence 
capabilities.

Leverage Vergence Platform Power
Privacy Auditor is powered by the Vergence
Platform, a combination of hardware and
software that enables healthcare organiza-
tions to optimize Vergence capabilities
and meet their organizational needs for
scalability and fault tolerance. Equally
key, Privacy Auditor can be securely and
remotely administered through Vergence
Administrator, the Platform’s Web-based
system management tool. 

Act Now to Meet the Security
Requirements of Patients and HIPAA…
Privacy Auditor can help you meet HIPAA’s
demand for “reasonable” measures in an
extremely reasonable way. And it’s backed
by Sentillion, a leading provider of health-
care solutions that enable IT systems to work
together consistently, intuitively, and securely.
To find out more about Privacy Auditor,
contact your local Sentillion representa-
tive or visit www.sentillion.com.

REQUIREMENTS:

DESKTOP ENVIRONMENTS: Windows XP, Windows 2000,

Windows NT 4.0, Windows 98, Windows 95, WTS, Citrix. 

APPLICATIONS TECHNOLOGIES: Windows, WTS, Citrix, Windows 

Internet Explorer 4.0.1 SP1 (or later), Netscape Navigator 4.06 

(or later), various terminal emulators. 

SYSTEM REQUIREMENTS: Microsoft SQL Server 2000, TCP/IP 

network connection and Vergence Platform. 
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